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1 Ucnonb3yemble COKpaLLEHUA U TEPMUHBI

*  KKM — KOHTpOIBHO-KacCcoBasi MalIkHa (B 3TOM JIOKYMEHTE 3TO COKPAIIICHNE OTHOCUTCS K
mo6misHOMY IITK IRAS 900K);

*  Kontpomrep ®H — xoHTpOIIIEp PUCKATEHOTO HAKOMUTE S, UCTIONb3yeMblii Ha KKM
(xonTpOosnep @H cunTaeTcs OTAEIBHBIM yCTPOICTBOM, HECMOTPSI Ha TO, YTO OH
uHTerpupoBaH BHYTps KKM);

* [IO — mporpammHoe obecredeHne, COBOKYIHOCTb IPOrPaMM UCIIOIb3YEMBIX Ha
ycTpoiicTtse (B HamieM ciayyae KKM);

*  Cepgep/daiinoBslii cepBep — cepBep, kK koropomy noakmrodaetcss KKM s
3arpy3Kd/BBITPY3KH JaHHBIX.

2 BBepeHue

[Tpunoxxenne «MoOUIBbHBIN Mara3uny MpeaHa3sHaYeHo Ul IprUeMa IIaTexel OT KIMEeHTa 3a
IIPOIAHHBIN TOBap HAJIMYHBIMU WM C IPUMEHEHHUEM IUIATEKHBIX KaAPT.

[Tpunoxxenne «MoOMIBbHBIN Mara3uny MpegHasHa4eHo i BeinonHeHus Ha MmoouiabHoM [ITK IRAS
900K.

[TpunokeHne odecreynBaeT CIeayonyo (yHKIIMOHATEHOCTD:
* 3arpyska nepeuns ToBapa B MoomwibHyt0o KKM IRAS 900K u3 BHEmIHEH cHCTEMBI;

* Pabota ¢ ToBapoM Ha MOOMIIBHOM Kacce (oruiara, KOppeKTUPOBKA/peJaKTUPOBAaHUE, OTMEHA,
BO3BDAT);

* Ilpuem ormnaTel HATMYHBIMU W/WIH C UCTIONH30BAHUEM ILIATEKHBIX KapT;
*  Breirpyska oT4eTOB U Pe3y/bTaTOB U3 MOOUIILHOM KacChl BO BHEIIHIOK CUCTEMY;

* ABrOpH3anys NOJb30BATENEN U PA3INYHOE NCIIOIB30BAaHUE POJIEH MOJIb30BaTENEH (Kaccup,
aIMUHUCTPATOP, CUCTEMHBIN anMuHucTpaTop/unxkenep L[TO)

B 3ToM 1O0KyMEHTE ONHMChIBaeTCs HACTPOWKa MEHIO U IIPOTOKOJN 0OMEHa ¢ (paiilIOBBIM CEpPBEPOM.

Buumanmue: [Togpa3zymeBaercs, 4to ¢aiaoBbIid cepBep ABISETCA YACTHIO BHEIIHEH CUCTEMBI, C
koTopoit Bzaumozaeictyer KKM. OOciyxuBanue 1 sKcIuTyaranus GpaioBoro cepsepa I10KHA
OCYHIECTBIIITHCA BiasienblieM BHelHel cuctemsl. [ToctaBmmk KKM orBeuaer tonbko 3a 10,
ycranoBieHHoe Ha KKM.



3 Hactpouka obmeHa ¢ hannoBbIM cepBepoMm

Hacrpoiika mpousBoauTcs myTeM penakThupoBaHus pasaena client daiina HacTpoek settings.xml.

®opwmar paszena client:

<?xml version="1.0" encoding="utf-8"?>
<mobileshopfn>

<client>
<[onuncaHne nyHKTa MeHW 3arpysku/Bbirpysku 1]>

<[onucaHne nyHKTa MeHW 3arpysku/sbirpysku NJ]>
</client>

</mobileshopfn>
Paznen client comepxut onucanre MyHKTOB MEHIO 3arpy3KU/BBITPY3KH U TPOU3BOIUMBIC NEHCTBUS
MIPH 3arpy3Ke/BhITPY3Ke.

dopmar onucaHus MyHKTa MEHIO 3arPy3KH/BBITPY3KH:

<[load:3arpyska|upload:Beirpyska] name="[Ha3BaHue nyHKTa MeHw]" [ycnosua] [napameTpsl
coefvHeHuA C ¢aitnoBbM cepBepom]>
<file [napameTpsl daitna]>[Ha3BaHue daina 1]</file>

<file [nmapameTpsl daitna]>[Ha3BaHue daina N]</file>
</[load:sarpyska|upload:Bbirpyskal>
THUIBI yHKTOB MEHIO:

* load — onmceIBaeT oneparnuio 3arpy3ku ¢ aiiooro cepsepa (pazaen 3.3);
* upload — onmceIBaeT onepanuio BEITpy3Ky Ha (hailitoBsiii cepsep (paszaen 3.2).

ATpuOyT name oTBeYaeT 3a Ha3BaHUE ITyHKTAa MEHIO NPH BXO/I€ B MEHIO
«3ATPY3KA/BBII'PY3KA».

[Tpumep HacTpoek paszzena:

<client>
<load name="3ArPY3KA TOBAPA" url="http://192.168.1.5/uploads/GOOD" login="admin"
pass="12345678">
<file>goodlist.xml</file>
</load>
<upload name="BbIFPY3KA OTYETA" url="http://192.168.1.5/uploads/OUT" login="admin"
pass="12345678">
<file>report.txt</file>
</upload>
<load name="OBHOBMEHWE MPOr" url="http://192.168.1.5/uploads/Mobileshop" login="admin"
pass="12345678" shift="off">
<file type="app">mobileshopfntest.aip</file>
</load>
<load name="OBHOBNEHWE CBEP" url="http://192.168.1.5/uploads/PROG" login="admin"
pass="12345678" shift="off">
<file type="script" arch="zip">sber.zip</file>
</load>
<load name="OBHOBNEHWE OC" url="http://192.168.1.5/uploads/PROG" login="admin"
pass="12345678" shift="off">
<file type="os">prolin-iras.zip</file>
</load>
</client>



Bug mento pasaciia Ui YKa3aHHbIX HACTPOCK:

SATPY3KA/BEHTPY3KA
l3aATPYS3KA TOBAPA

2BHTPY3KA OTUYETA

30BHOBIEHUE NPOT

40EHOBNEHHE CEEP

5 OBHOBJIEHME 0OC

CMEHA 3AKPHTA
[(2]  05.06-18 16:01:48 100

3.1 Ycnoeusi nocmpoeHusi meHro «3AIPY3KA/BbITPY3KA»

Buumanmue: [Ipu Bxone B meHio «3AT'PY3KA/BBII'PY3KA» criepBa mpon3BOaUTCS BEIOOD
coenuHeHMs. [lepeueHb coeTMHEHMI OTUCHIBAETCS B pasiesie connections HacTpoedHoro ¢aiina

settings.xml.

[pu B onmcaHny IMMyHKTa MEHIO MOXKHO YKa3aTh CIIEIYIOINE YCIOBHS (SIBISIOTCS aTpuOyTaMu
ONHUCaHMs) 0TOOpaXKeHUs 3TOro myHkTa MeHto npu Bxoje B «3AI'PY3KA/BBII'PY3KA». Ecin
YKa3aHO HECKOJILKO YCIOBHH, TO YCIIOBHE BBITIOJIHAETCS TOJIBKO KOTJa BCE YCIIOBHS BBITIOIHEHBI.

Ilepedens ycnoBwii:

Ha3Banme arpudyra

Onucanue

shift

on — IMyHKT MEHIO 0TOOpa)kaeTcs TOJIBKO €CJIM CMEHA OTKPbITA;
off — myHKT MeHIO 0TOOpakaeTcs TOIBKO €CJIM CMEHA 3aKPhITa;
ATpHOYT OTCYTCTBYET — IIyHKT MEHIO OTOOpakaeTcs B JIFOOOM cilyyae.

connname Ecnm arpulyT ykasaH, TO IyHKT MEHIO OTOOpa)kaeTcs TOJBKO B CITydae
BbIOOpA COETMHEHHSI C TAKUM YK€ UMEHEM.
ATpuOyT OTCYTCTBYET — IYHKT MEHIO 0TOOpaXkaeTcs MpH BeIOOpE J11000T0
COEIMHEHUS.

conntype Ecnu arpuOyT yka3aH, TO MyHKT MEHIO OTOOPaKaeTCsl TONBKO B CIIydae

BbIOOpA COEIMHEHHS C TAKUM XKE THUIIOM.
ATpulyT OTCYTCTBYET — IIYHKT MEHIO 0TOOpaXkaeTcs MpH BbIOOpE J11000T0
COEMHEHMUS.

ITpumep - nynkT meHro «OBHOBJIEHUE OC) BBIBOIUTCS TONBKO MPHU 3aKPHITON CMEHE:

<load name="OBHOBJIEHUE OC" url="http://192.168.1.5/uploads/PROG" login="admin"
pass="12345678" shift="off">
<file type="os">prolin-iras.zip</file>

</load>




3.2 OnucaHue ebi2py3ku (pa3den upload)

[Tpu BEIOOpE MyHKTa MEHIO, OMMCHIBAIOIIETO BHITPY3KY, TPOUCXOAUT BhITpy3Ka (aiinoB ¢ KKT nHa
(haloBHIi cepBep.

dopmar onvcaHus:

<upload name="[Ha3BaHue NyHKTa MeHw]" [ycnoBua] [nNapameTpbl coeauHeHus c ¢ailnoBbiM cepBepom]>
<file [napameTpbl daina]>[Ha3BaHue daina ans BbiIrpysku 1]</file>

<file [nmapameTpbl daina]>[Ha3BaHue daina ansa Bbirpysku N]</file>
</upload>
ITpu onucaHnM MO’KHO YUUTBIBAaTh BCE YCJIOBHUS Ul ITyHKTa MEHIO (cMOTpH pasnen 3.1).

B onucanuu ykaspiBaeTcs nepedeHs (aiiioB Ui BEITPY3KU Ha CepBep.

Buumanue: Ecnu ecth yxe Ha cepBepe (paiiin ¢ TakuM e nMeHeM, Oy/IeT Mpou3BeIeHa MOTbITKA
€ro yAaJIieHHs ¢ cepBepa Ipu BhIpy3Ke (aiina.

Jnist daitnoB npu BBITpy3Ke MOXKET YKa3bIBATHCS CIEIYIOIIUE TapaMeTphl (aTpuOyTh):

Ha3panue arpudyra Omnucanue

del 0 — ¢aiin e ynansercs Ha KKT nocne Beirpy3ku Ha cepsep (1o
YMOJIYAHUIO);
1 — mocne ycnenrHo BeITPY3KH Ha cepsep daiin ynamsercs Ha KKT.
pack Ecnu tpeOyetcs ynakoBath (hailin epes BbITPY3KOi Ha cepBep, MOKHO
ykasarb pack="zip”
prefix JloGaBisieMblit K UMEHH BBITpY>kaeMoro (aiina npedukc (mprucraBka).
postfix JloGaBnsieMbIii K IMEHU BBITPYKaeMoro (¢aiiyia mocTuKc (OKOHUAHHE).
delimiter Crpoxka-pa3aenurenb, BCTaBIsieMas MeXy UMeHeM ¢aiiia, mpepuKCcoM H

nocT(UKcoM (0 YMOTUAHHIO ITyCTas).

[Tpumep - BbIrpy3Kka ordera report.txt Ha ¢ainoBblil cepBep, ¢ nocaeayromum ynaienuem Ha KKT:
<upload name="BbIFPY3KA OTYETA" url="http://192.168.1.5/uploads/OUT" login="admin"
pass="12345678">

<file del="1">report.txt</file>
</upload>

ATpuOyTsI prefix, postfix u delimiter mo3BomsiroT AMHAMUYECKH (HOPMHUPOBATH UMS (aiiia mpu
BBITPY3KE €TI0 Ha BHEIIHUHN cepBep. MM MOXKeT BKIIIOYATh TEKYIIYO 1aTy, BpPEMsl, CEPUMHBIN HOMED
KKT, u Tomy nmogo0HOe, 4TO MOKET MPUMEHSTHCS U (POPMHUPOBAHUST YHUKAIBHBIX HMEH (aiiyioB
0T4€TOB NpH BIrpy3ke ux ¢ Heckoabkux KKT B 0011yto TupekTopuo Ha cepBepe.

AtpubyTsl prefix u postfix MoryT conepxarb clieyIoIye 3Ha4eHNs, KOTOPble MOYKHO IIEPEUUCIIATh
yepes 3alAaTylo:

Haszanue arpudyra | Onucanue

serial CepuiiHblii HOMEp amnmnapara.

datetime Tekymas nata u BpeMs, CIMTHO, 0€3 MPOMEXKYTKOB, COIEPHKHT TOIBKO
IUQPHL.

date Texymias gara.

time Texymiee Bpems.

shift Howmep Texyiuen nnm nocienHen 3aKpbITOi CMEHBI.




ITpumep:
<file prefix="serial" postfix="date,shift" delimiter=" ">report.txt</file>
Coznact nums aitna (1udpel 3aBUCIT OT TEKYIIEH JaThl 1 BPEMEHH):

000000001 report 20180728 13.txt

3.3 OnucaHue 3a2py3ku (pa3desn load)

[Ipu BBIOOpE MyHKTa MEHIO, OTTMCBHIBAIOIIETO 3arPy3Ky, MPOUCXOAUT 3arpy3ka ¢aiioB ¢ (aitiioBoro
cepsepa Ha KKT.

®dopmar onucaHu:

<load name="[Ha3BaHue nyHKkTa MeHw]" [ycnosus] [mapameTpbl coeguHeHua c $ailnoBbIM cepBepom]>
<file [napameTpbl daina]>[Ha3BaHue daitna ans Buirpysku 1]</file>

<file [napameTpbl daitna]>[Ha3BaHue daitna ans Bbirpysku N]</file>
</load>

[Tpu onmcaHnM MOXKHO YUUTBIBAaTh BCE YCJIOBUS Ul ITyHKTa MEHIO (cMOTpH pasnen 3.1).
B onucanuu yka3spiBaeTcs nepedeHs (aiiioB Juis 3arpy3ku ¢ (aiiinoBoro cepsepa Ha KKT.

Buumanmue: Ecnu na KKT yxe ects (aiin ¢ Takum sxe UMEeHeM, OH OyZIeT 3aMEHEH TIPH 3arpy3Ke
daiina c ceppepa.

s daiinos, 3arpyxaeMbIx ¢ cepBepa, MOT'YT yKa3bIBaThCs CIIEAYyIOIINE apaMeTpsl (aTpudyThl):

Ha3sanue arpudyra Onucanue

type Tun ¢aiina, MoXXeT IPUHUMATH CIEIYIOIINE 3HAYCHHUS:

* data — ¢aiin naHHBIX (110 YMOITYAHHUIO).

* app — npunoxenue s ycranoBku Ha KKT. Ilocne ycnenHoi
3arpy3KH MPUIIOKEHUS IPOUCXOANT IOIBITKA YCTAaHOBKH
npuioxkenus Ha KKT.

Buumanue: Eciu 3arpy’k€HHOE MPWIOKEHUE MTPEIHAZHAYCHO IS
ycranoBkr B MAINAPP, To npensapureiabHO IPOUCXOIUT
MIPOBEPKA BO3MOKHOCTH YCTAHOBKH IPUIIOKEHUS.

Buumanmne: IIpu ycnemnoi ycranoBke npuinoxenusi, KKT
ABTOMATHUYECKH MEepPe3ayCKaeTCsl.

* 0s — omnepauuonHas cucrema st ooHosieHus: Ha KKT. Tlocne
YCHENTHOM 3arpy3ku (aitina 00pasza ornepauoHHON CUCTEMBI
IIPOUCXOUT MOIBITKA YCTAHOBKH ONEPALIMOHHON CUCTEMBI.
Buumanme: [Ipu ycneniHoi ycTaHOBKE ONIEPAIMOHHONW CHCTEMBI,
KKT aBromarnuecku nepesanycKkaeTcs.

* script — ycTaHOBOYHBIN NTAKET CO CKPUITOM YCTAaHOBKH (Ha
TEKYIIUH MOMEHT NOAIEP>KUBAIOTCSI TOJIBKO YIIAKOBAaHHBIE B ZIp
apXUBBI).

Buumanmne: IIpu ycnienHol ycranoske nakera, KKT
ABTOMATHUYECKH MEepPEe3ayCKaeTCsl.

del 0 — daitsr He ymanseTcsl Ha cepBepe Mociie 3arpy3Ku ¢ cepsepa (1o
YMOJYaHUIO);

1 — mocJte ycmenrHo 3arpy3Ku 3arpy3Ku ¢ cepBepa (aii ynansercs Ha
cepaepe.




reboot 0 — mocne 3arpy3ku ¢aiina ¢ cepsepa nepesarpyska KKT we Tpebyercs (o
YMOJIYAHUIO);

1 — mocne 3arpy3ku (aiina ¢ cepBepa Tpedyercs nepe3arpyska KKT.
Buumanmue: Ilepesarpyska npousBoJUTCs TOJIBKO MOCIE 3arpy3KU BCEX
(aiinoB, ykazaHHBIX B [IEPEUNCICHHU.

arch ATpulyT yKa3bIBaeT uTo (paiiy sABiseTCS apXUBOM U TpeOyeT pacrakoBKU
nocne 3arpy3ku. Conepxumoe apxuBa OyneT pacrnakoBaHo BHyTpu KKT.
OmnpeneneHsl ciaeayoIue 3HaYeHU:

*  zip — 3arpy>KeHHbIH (ailsl ABISAETCS ZIp aAPXUBOM.

IIpuMepsl onucaHus IIyHKTOB MEHIO 3arpy3Ku:

3arpy3Kka MepeyHs ToBapa:

<load name="3ArPY3KA TOBAPA" url="http://192.168.1.5/uploads/GOOD" login="admin"
pass="12345678">

<file>goodlist.xml</file>
</load>

3arpy3ka o0HoBieHus nporpammsl At KKT (1ocTynmHO TOJIBKO MPH 3aKPBITOM cMEHe):

<load name="OBHOBJIEHUE MNPOr" url="http://192.168.1.5/uploads/Mobileshop" login="admin"
pass="12345678" shift="off">

<file type="app">mobileshopfntest.aip</file>
</load>

3arpy3ka OOHOBJIEHHSI KAPTOUHOTO MOAYJIS (JIOCTYITHO TOJIBKO IPH 3aKPBITOM CMEHe):

<load name="OBHOBNEHWE CBEP" url="http://192.168.1.5/uploads/PROG" login="admin"
pass="12345678" shift="off">

<file type="script" arch="zip">sber.zip</file>
</load>

3arpy3ka ooHoBIeHus onepanroHHoi cucteMbl KKT (mocTymHO ToIbKO MpH 3aKpBITON CMEHE):

<load name="OBHOBMEHWE OC" url="http://192.168.1.5/uploads/PROG" login="admin"
pass="12345678" shift="off">
<file type="os">prolin-iras.zip</file>
</load>
3.4 Mapamempbi coeOuHeHusi ¢ ¢halizioebIM cepeepom

Jlnist onucanust coequHEHus ¢ (paiiioBeIM cepBepoM Hcmob3yercs ykazanue url (Uniform Resource
Locator) 1 JONOMHUTENBHBIX aTpHOYTOB, CHENN(UIHBIX IS HCIIOJIB3yEMOTO COCHHEHHMS.

Buumanue: TpeGoBanus k (aiinoBomy cepsepy st pabotsl ¢ KKT onmcansl B riiase 4.
Ha Texymuii MOMEHT NOAJEP)KUBAIOTCS CIIEIYIOIINE TIPOTOKOJIBI COSTMHEHUS:

» ftp — file transfer protocol 3.4.1;

* ftps — file transfer protocol (with secure) 3.4.1;

* http - hypertext transfer protocol 3.4.2;

* https - hypertext transfer protocol (with secure) 3.4.2;

» sftp - SSH file transfer protocol (based on libssh2) 3.4.3.

Buumanmue: JlononmautensHbie daiibl, HapuMep (Gailyibl CepTH(PUKATOB M KITFOUEH, TOIKHBI ObITh
pacmoiokeHbl B mojkarajore data MpuiioKeHUs — TO €CTh 3arPYKEHBI KaK MapaMeTphl K
MPIWIOKEHHUIO «MOOWIBHBIN Marasun» depe3 TermAssist.

Buumanue: HeoOxoaumoe yunuThiBaTh, 4To onepanronHas cucreMa KKT uyBcTBuTENbHA K
peructpy OyKB Ha3BaHUU (HAIITOB.



3.4.1 Hactpowuka ftp|ftps coeauHeHuns c pannoBbIM cepBepom

®opwmar onrcanus st ftp coeqnHEeHUS:

<[load|upload] name="[mMa MeHO]" url="ftp://[ampec cepBepal]/[nyTs Ha cepBepe]"
login="[soruH Ha cepeepe]" pass="[naponab]" ..>

</[load|upload]>

dopmat onucanus s ftps coeTMHCHUS:

<[load|upload] name="[umsa MeHwo]" url="ftps://[ampec cepsepal/[nyTs Ha cepsepe]"
login="[soruH Ha cepeepel]" pass="[napons]" ca="[ceprudémxar cepeepal"
cc="[cepTudukar xnmeHTa]" pkey="[JNMUHBN KJIOU KJIMeHTa]" ..>

</[load|upload]>
ATpuOyThl HACTPOMKH COETUHEHUS:

e url - crpoka URL: agpec pecypca (Uniform Resource Locator). Ctpoka monmxHa ObITh
BUJA!
[T mpoTokoia cepBepal://[anpec cepBepa)/[myTh K pecypcy], rae:

© THUN NpOTOKOIa cepBepa — ftp unm ftps;

© aapec cepBepa — uUMs cepBepa uiu ero [P-anpec;

© MyTb K pecypcy — IyTh K pecypcy BHYTpHU CepBepa;
* login — cTpoka: JIOTUH T0CTyTa K CEPBEPY;
*  pass — CTpOKa: Mapoib JOCTYyIa K CEPBEPY;

* ca—umMms (aiina caMonoJIMcaHHOro ceprugurkara 6€30MacHOCTH (WK LENOYKU
cepTu(UKaToB) AJIs MpoBepKu cepTudukara cepBepa. HeoOs3aTenbHbIi mapamerp,
UCTIONIB3YeTCs TONBKO TipH ftps. Eciu mapameTp He ykasaH, mpoBepka cepTudukara cepsepa
He npousBonutcs. [lognepxxusatorcs ceprudukarsl B popmarax PEM (X509), DER (X509),
PKCS7.

Buumanue: [Ipu ucnosnb3oBanun ceprugukara B popmare PKCS7 ¢aitn oGs3arensHo
JIOJDKEH UMETh pacimupenue ’p7b” (manpumep “chain.p7b”);

* cc—umsi (aiina KIMEeHTCKOro cepTrdukara 0€30MacHOCTH AJIs ayTeHTU(UKAUU Ha
cepsepe. Mcnonb3yercs Tonbko npu ftps. [lonnepxxusatorcs ceprudukarel B popmarax
PEM (X509);

* pkey — ums (aiina KIMEHTCKOTO JIMYHOTO KJTFOYA IS ayTeHTU(UKAIIMKI Ha CepBEpe.
Hcnonb3yercs Tonbko mpH ftps ¢ AByxcroponHeit ayrentuduxanueil. Ilognepxusarorcs
Kkiroun B popmarax PEM.

[Tpumep HacTpoiiku ftp coenquHeHus:

<load name="3ArPY3KA TOBAPA" url="ftp://192.168.1.5/uploads/GOOD" login="admin"
pass="12345678">

<file>goodlist.xml</file>
</load>

3.4.2 HacTtpouka http|https coeanHeHuns ¢ cpannoBbIM cepBepom

Buumanmue: 171 BO3SMOXXHOCTH 3arpy3ku (aiiioB Ha cepBep UCIoNb3yeTcs pacmupenue WebDAV
(cmotpu pazzmen 4.1).

Buumanue: s pabotsl o http u https ucnons3yercs 6ubanorexka NEON' (libneon)

1 http://www.webdav.org/neon


http://www.webdav.org/neon

®opwmar onrcanus s http-coenuHeHus:

<[load|upload] name="[umsa meHwo]" url="http://[ampec cepBepal/[nyTb Ha cepBepe]"
login="[soruH Ha cepBepe]" pass="[naponb]" ..>

</[load|upload]>
®dopmMmar orrcanus A https-coeTMHEHMS:

<[load|upload] name="[umsa MeHwo]" url="https://[ampec cepsepal/[nyTe Ha cepsepe]"
login="[soruH Ha cepiBepe]" pass="[nmapons]" ca="[cepTudvkar cepsepal"

cc="[cepTudukar xumeHTa]" pkey="[JaMuHBN KJIIOU KJIMeHTa]" ..>

</[load|upload]>
ATpuOyTBI HACTPONKU COCTUHEHHUS:

e url - crpoka URL: agpec pecypca (Uniform Resource Locator). Ctpoka monmxHa ObITh
BUJIA:
[Tun mpotokona ceprepa]://[aapec cepepa]/[myTh K pecypcy], rae:

© THII IpOTOKoJNa cepBepa — http unu https;

© aapec cepBepa — uMs cepBepa uiu ero [P-anpec;

© TyTb K pecypcy — IyTb K Pecypcy BHYTPH CEpBepa;
* login — cTpoka: JIOTUH T0CTyTa K CEPBEPY;
* pass — CTpoOKa: mapoJjb JOCTyIa K CEepBepY;

* ca— uMs (ailiia cCaMONIOANIMCAaHHOTO cepTh(UKaTa 0€30MaCHOCTH (MIIH TETIOUKH
cepTU(UKaTOB) AJIs MPOBEepKHU cepTudukata cepBepa. HeoOs3aTenbHbI napamerp,
ucnoib3yercs Toabko npu https. Eciu mapameTp He yka3aH, npoBepka cepTudukara
cepBepa He npousBoautcs. [lognepxkuBatoresa cepruduxarsl B popmarax PEM (X509),
DER (X509), PKCS7.

Buumanue: [Ipu ucnons3oBanun ceprugukara B popmare PKCS7, daiin o6s3arensHO
JIOJDKCH UMETh pacimpenue ~’p7b” (Hanmpumep “chain.p7b”);

* cc—ums (aiina KIUEeHTCKOro cepTrdukaTa 0€30MacHOCTH A ayTeHTU()UKALUU Ha
cepsepe. Mcnonb3yercs Tonbko mipu https. IognepxuBarorces cepTudUKaTh B hopmarax
PEM (X509);

*  pkey — ums (¢aiina KIMEHTCKOTO JIMYHOTO KJIFOYa IS ayTeHTU(HUKAIIMKI Ha CEpBEpe.
Hcnonw3yercs Tonbko mpu https ¢ nByxctoponHel ayrentudukanueit. [lognepxxubarorcs
kirouu B popmarax PEM.

[Tpumep HacTpoiiku https-coeanHeHus:

<load name="3ArPY3KA TOBAPA" url="http://192.168.1.5/uploads/GOOD" ca="ca.p7b" login="admin"
pass="12345678">

<file>goodlist.xml</file>
</load>

3.4.3 HacTtpouka sftp coeauHeHus ¢ hannoBbIM cepBepom

Buumanmue: 11s pabotsl 1o sftps ucnons3yercs 6udnuorexa SSH2? (libssh2)

®dopmar onrcaHus A sftps-coeuHeHuns:

<[load|upload] name="[mMmsa meHo]" url="sftp://[ampec cepsepal/[nyTb Ha cepsepe]"
login="[soruH Ha cepBepe]" pass="[naposnb]" cc="[nyOJMUHBEN KJIOY KJIMeHTa]"
pkey=" [IMuHEM kJIIOY KJIMeHTa]" .>

2 https://www.libssh2.org/

10



</[load|upload]>
ATpuOyTHl HACTPOMKHU COCTUHECHHUS:

* url - crtpoka URL: agpec pecypca (Uniform Resource Locator). Ctpoka nomkHa ObITH
BUJIA:
[Tun mpoTokona cepsepa]://[aapec cepepa]/[myTh K pecypcy], rae:

© THUN NPOTOKONIA cepBepa — sfip;

© azapec cepBepa — UMs cepsepa uiH ero IP-anpec;

© MyTb K pecypcy — IyTb K pecypcy BHYTpPHU CepBepa;
* login — cTpoka: TOruH 10CTyIa K CEPBEPY;

*  pass — CTpOKa: MapoJb JOCTyIa K cepBepy. Eciu ucmonp3yeTcs cxeMa JIOTHHA 0 KITI0UY,
ATOT MapaMeTp UCIONIB3YeTCsl KaK Mapoib K KIMEHTCKOMY JIMYHOMY KITIOUY;

* cc—umsH daina myonuunoro kinroda SSH s ayreHTHduKanum Ha cepBepe;
* pkey — ums (aiina KIMeHTCKOro TuuHoro Kiroda SSH.

[Tpumep HacTpoliku sftp coequHeHns:

<load name="3ArPY3KA TOBAPA" url="sftp://192.168.1.5/uploads/GOOD" login="admin"
pass="12345678">

<file>goodlist.xml</file>
</load>

4 TpeboBaHuA K channnoBomy cepBepy

[Tpunoxenne « MOOWIBHBIN Mara3uH» MOJACPKUBAET CTaHIAPTHBIC MTPOTOKOJIBI (PailioBOrO
obOMmeHa. [IpuMeHeHne cTaHaapTHRIX IPOTOKOJIOB MO3BOJISIET OOIETYUTh UHTETPAIIUIO C CHCTEMaMHU
obOecrieueHrs TOPTOBBIX TPAH3AKITHI (TOPTOBBIX CUCTEM) 3aKa34YHMKa M HE MCTIOIb30BaTh
JIOTIOJTHUTEIbHBIEC HECTAHAAPTHBIE KOMIIOHEHTHI JUIsSI paOOTHI.

KKM moxeT B3auMo1eicTBOBATH € (haliJIOBBIM CEPBEPOM, 1O CIEAYIOIMIUM IMPOTOKOJIAM:
» ftp u ftps — File Transfer Protocol;
* http u https - HyperText Transfer Protocol;
* sftp — SSH File Transfer Protocol.

J1st 3a1UThl JaHHBIX P OOMEHE, MOXKET MCII0JIb30BaThCs Kpunrorpapudeckue metoasl. B KKM
BO3MO)KHO HCIOJIb30BaTh KPUITOTPaPUUECKYIO 3aLUTY UH(OPMALIUHU C TOMOILBI0 OMOINOTEKN
OpenSSL (B onepanuonHoii cucremsl Prolin 2.4.78 ncnonsiyercst 6ubanoreka OpenSSL 1.0.1u).

[Tpunoxxenue «Kypbep» MO3BOISIET UCMIOIB30BaTh CIAEAYIOUINE CIIOCOOBI 3aIUThHI JAHHBIX MPU
oOmeHe:

*  Opnoctoponnss ayreHTudukanus (KKM nposepser npasa cepBepa) WM ABYXCTOPOHHSIS
ayreHTudukanus (KKM u cepBep npoBepsoT npasa Jpyroil CTOpoHbl);

* [lonaep>kka MHOrOypoBHEBBIX cepTu(uKkaroB ayreHTU(uKaruu (CA) a1 IpOBEPKH MpaB
cepBepa, a Takke Mojjep)kka camonoanucanubix (self-signed) ceprudukaron
aytentudukanuu (CA).

4.1 ®aunoeniu cepsep http|https

@aitnoBslii cepsep http 1omkeH moaaepKUBaTh HE TOJIBKO nepenady ¢aitnos ¢ cepepa Ha KKM,
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HO U 3arpy3ky ¢aiinos ¢ KKM na cepep. s 3T0i (PyHKINU HCTIONB3YIOTCS MOAYIH PaCIIUPEHUs,
oOecreunBaroIlye 3arpy3Ky JaHHbIX Ha ¢ailnoBslii cepsep http. [Ipunoxkenune « MoOMIbHBIN
MarasuH» MoJIep>KuBaeT KOMaH 1bl, COOTBETCTBYIOIINE MOAYIIO paciupenus WebDAV.

Buumanmue: [Ipu TectupoBanuu npuiioxkeHus: «MoOWIbHBINA Marasuu» B KauecTBe 00pa3loBOro
http-cepBepa ucnonssyercs: Apache 2.xx (¢ pacmmpennem WebDAV).

[Tepeuens komana HTTP, ucronp3yemsix pu oOMeHe ¢ (paitIoBBIM CEPBEPOM MPHUITOKEHUEM
«Kypbep»:

* GET — 3ampoc ¢aiina c cepBepa,

*  HEAD — nonyuuts onucanue (aiina c cepepa;
*  PUT — nepenats nannabie/paitn Ha cepBep;

* DELETE — ynanuts ¢aiin Ha cepBepe;

* MOVE — nepemectuts (aitn Ha cepBepe (3arpoc ONpeaesieH TOIbKO IS PaCIIMPEHUS
WebDAV).

4.2 ®aunoebil cepsep ftp|ftps

[Tpunoxenne « MoOWIBHBIN MarazuH» padoTaeT ¢ ftp-cepBepoM B MaCCUBHOM PEXHUME, TO €CTh
CEPBEPHBIN COKET NS TIepeIayn JaHHBIX OTKPBIBAETCS HA CTOPOHE cepBepa.

Buumanmue: [Ipu tectupoBannu npuioxkeHus: « MoOOMIbHBIN Mara3uH» B Ka4eCTBE 00pa3IoBOroO
ftp-cepBepa ucnonssyercs: FileZilla Server 0.9.xx.

Buumanmue: [Ipu ucmonb30BaHNH 3alIUAIIIEHHOTO TPOTOKOJIA Mepeaadu JaHHbIX ftps (ftp over tls)
UCTIOJIb3YETCs POTOKOJI 0OOMeHa paboTaroIuii cpa3y Mo 3auuieHHoMy kanany (implicit ftp over
tls), T. e. 6e3 MCIOIBp30BaHMS KOMAH/Ibl IPUHYUTEIBEHOTO MTEPEX0/ia B 3alUIIICHHBIN PEKUM.

Buumanue: [Ipu o6pabotke orBeTa koManabl PASV npunoxennem «MoOMIBHBIA Mara3uny,
IPOUCXOUT MOJMEHA aapeca, TOydYeHHOTO B OTBETE, Ha ajipec ceprepa ftp. ITo HeoOXxoaumo mpu
UCTIOJIb30BaHUU TPAHCIMPOBAHUS aJJpeCcOB JIOKAJHHOM CETH BO BHEIIHIOK ceTh [net address
translating].

[Tepeuens koman ftp, UCIONB3yeMbIX TIPU OOMEHE ¢ (PailIIOBBIM CEPBEPOM MPHIIOKEHUEM
«Kypbep»:

* USER — nepenaua jiornHa Ha cepBepe (aBTOpU3alus Ha CEPBEPE);
* PASS — nepenava maposist Ha cepBepe (aBTOpHU3aIMs Ha CEpBEpe);
*  PROT P — mmdpoBanue kaHamga JaHHBIX (MCIOIB3YETCs TOJIBKO AJIs ftps);

*  PBSZ — ycranoBka pa3mepa Oydepa 11 mudpoBanus kaHaia (MCIOIb3YeTCs TOJIBKO IS
ftps);

*  CWD - cMeHUTH TEKYIIHI KaTajJoT Ha CEPBEPE;

* TYPE I — ycTaHoBUTh peXUM Nepeiauu JaHHBIX 0e3 HCIIOIb30BaHUS KOHBEpTAIHH (T. €.
PEXKUM TIepeiada CoaepKUMOTo ¢aiiia Kak ecTh);

*  PASV — ycTaHOBUTH MAaCCUBHBIN pEXUM NE€pENadn JaHHbIX;
*  RETR — nonyuuTts (aiin ¢ ceprepa;

*  STOR — niepenars Qaiin Ha cepsep;

*  RNFR, RNTO — nepemecTtuth ¢aiin Ha cepBepe;
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* DELE — ynanuth (aiin Ha cepBepe;

* SIZE — nonyuuts pazmep (aiina (koMaHaa BXOJUT B paclIMpeHHbIH Habop komaH[ ftp
[onmucana B RFC3659])).

*  QUIT - 3aBepmmwuTh paboTy C CEPBEPOM.

4.3 TpeboeaHus k cepeepy sftp

Pabora c sftp cepBepom obecrieunBaeTcs UCIONb30BaHIMEM KOMaH 1 ypoBHs sftp 6nbnnorexu
libssh2.

Buumanmue: Vcnonb3yembie KITFOYH JOKHBI COOTBETCTBOBATh (popmary SSH2.

4.3.1 FeHepauunsa nap knroven SSH

[eHeparus KJItOYEH MPOUCXOUT HAa CTOPOHE cepBepa. Kittouu TO/KHBI OTBEYaTh TPEOOBAHUSIM
dopmary SSH2.

Jlii reHepany KIIIOUEBBIX M1ap PEKOMEHyeTCsl UCIIOIb30BaThCsl yTUINTON ssh-keygen
(cranpapTHas yTUIUTA JUIS ONIEPALIMOHHBIX cucTeM linux).

[Tpumep reHepanuy KJIOYEBOI Mapshl rsa:
ssh-keygen -t rsa

By mybauvHOTO KIiroya:

ssh-rsa AAAAB3NzaC1ycZEAAAADAQABAAABANC/1Kul9yFonxAXxUwF92EEDZGeIlLiYe jx0Nc
pPmcHEVqqREy8+8Yi0onWYABqMnd B8Ry I qWwKSEFPpHFHcB009q jESul 7 4hR4+gEAHX BGUNIe7 aH
JUAYi814xFYWICu1sxed/So70wuqWKJ8pgukovGtyd/ +rnBOLGarilbicgkKTX9Qt47 HyMUW4CEM
9j0g1/p93vus8u2x+06BSUInCZgpXs5pzPu25U+dobfus17oj15RZ2xG4bY0aU7z/p++pjUvo8DE
s8R/YBS2Rp2PUCZJYQEFAoUYUYkcZxBCr1mRYBJaBsiZH67DwYLCPEnkNzvD INK1UNEOr 9bKJHK
aFksT chrv@chrv-virtual-machine.

Bun nuuHoro [mpuBaTHOrO| Kiroya:
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HITEowIBAAKCAQEAVSSKr1Pcn3JsOF8UVMBFcREBAZRNiJS4MHOBT jXKQSnBxFaqkZH
vPuGIjp1mAHK jJ3dPEciIFSCuRHz6TRTXPDqPaox0bpe+IUePoBAB19B121HU2]S
UVdWIvJeHRWFuQrtbHXnf Bq0zsHK1iifKYHJKLXrenf/q5wlCxnqalGunIJCK1/UL
elzMjFuAhJuYzoHf6fd77P0ONsF jugUlIpgmYKV70acz+HulPnfW37rHe6I5elllds
RuG2Dml08/6Ffuq¥1L/FAwbPEF2AUtkad j1gsyWEBBQKFGFHpHGCdAq5ZkUgSkghl
mR+uwSGCwj/JpDc7wyDStUDRD/WyiRymhZLEWIDAQABAOIBADGRS6QNOGEQ UYL
Tq/8DR6hw91BpIhDKez+f2btSUDJri7GRuGp2P/828MHhBASUB9iHBUFWWAFR170M
XB0PezFAKGSNLZZDYG10AZtmx0iyBvaGoYvG/a16YUnEhNrqjdID18bRqCwmpilE
PHePHLUAt I F1uSZ50KHESRUSDhZYFoDoG AtAyrPINVUFhG7 Wgr / /W1 FYYBUNn23yL
O JXWILONSX0gzTzn3bAAZKAZRS GmHMxwiUGe BPu1Ur C1pUN2o0DdPSxdybINtany//
23uTBxjZraq/HsOFNEFKfmywdx £Y BtBHYuHaNI 7 9uu610UBACh jHITSULDDHSFTH
8T+8i2ECQYEASRUiWhPWMDa1LaNTg1WZROMHHCri8PHAZ2quiaEW7 sWS+YIA/THA
TRuwihvKgh+zut JO79ulurS8cwh jzZhfgGBYKLVEL]XqhP?beDzpuXey jopFao2UL.)
hmW6ndPDHLEdogulB9p4/r1NZHHgsu7PY2ZbHh/nqgABFSpWoqgS5LFABCQYEAThdY
pPOKXirY3RS5HGBx/TeABUYFOB8JXBHg6ic IVJyTuS/72TYnidaWFDUwkuvBNSADTY
djuwIptEz+0Sd+uizV1PtZ9KuZKH5iH3Cn4pCISYntZetjq275Sp/L2mckHHgDdFuy
K/iGisSKFpuilvottAld19K7BNYsHA+CcXsA6Ce58CgYBumakK JLNTJ43ELXLPATGZY
D+jgzUx+C1+e02UPTOu+YaNRFUQW+tbAd9nun BpbZ4P j600YA01iL0a9LF+/Jb3H
jiohwinQmz2AnYZKhRYNHz7LhuusbetZWNodguTUGRd j+iwse3 85Mguipu8RFpas
Q75p19+I0xJCursud6 InnLOKBgGgeAg9U A1 Bi0L7KRR1BunSg/AXm1z¥pnk 8r BNP0
Y9oBvhueD+9TuToGkzdOwCAZHI /9HEhNWe FG1F/Evw/HG3ay2Kk] jS+SmATOM3P+5
VXCRFWsUw+mcDUm9X0Za0r9Pn19Cxy0b0dNHFBE/DurzsEZeRBUuUNSWjJJo6/UEe
HUcBAOGBALMzvH4CZ5FzWSoRBZKF7HEXaocmOfabD108Ige4PiSnp3BYur 8Yeusy
Pujzn4PKaGmdX8HcbwoWyhZ 4P TSKKAD7 x0MATwL J7LTIWF0BZFuL 7d+bQALKKTXR
gRa/yTEvjaWyyuDsDofnF4i5FSiVCKHCJd9bP7T9bUy2tYB2RrNzZ

————— END R3A PRIVATE KEY-----

[Tpumep reHepanuy Kio4eBoi napsl dsa:

ssh-keygen -t dsa

Bun ny6nuyHoro xiroua:

ssh-dss AAARB3HzaC1kc3MAAACBAIdBO/HMCcFrSnAfCFocBh(63M3bXpRScGUST6IMAOBFFdGOS0
vCctPFwUHUA2 /ExZzH?dP6CHGD5qUcL TRDFH+0P /UcrEJBPUoDPKAHNgkoWBumDaYs /- JqukiBGga
bzAelpY¥YzBX/h+10+UpJdxpASQEG6kpj6PC+HBA/ebsrKBz9pI7vAAAAFQCWOLYUCZSHHPKRS1X00
IRHNm/eBOAAAIAFTSGeSBmzgBJgeYAUHRFEYSh+FHOBM3CSHUAZWWUAMg AT UORhSsgBUALIZNL B
+inCzGK1fIqJ6lpls juwhlGe60KSuRNVQGUxX1HpYWDOEG+ JHLE2AoLKayQyzHFM=+hw? BqXb21u
d9hUiAdbi7AP8S4gc21CBFqU1EAL B+cKZ20AAATBIva/2P jSUh11aJtkOnbmcoWs3atugfsB7gn
HN7 8JZ2wpWQ jRIDR7mHLMEb69kdGUCBYXHYP jIWYLUUQE+dF752xWLU20RZ55D BuQu+PLugLH2ra
GSUASFEAMTHEQYWwo3h19Wox49gy=GOGqWnyno/10LAUdUZuK jBTmgG3Wibmg== chrv@chru-vu
irtual-machine.

Bupa nudHOrO [MpuUBaTHOTO| Kitova:

HIIBugIBAAKBgQCHAKPzHBa+Z2+Hun3HIU0tzN2162EnBSF 8+iJgDgX33Rjual 3LT
XCFR7uUNvxHMcx/5T+gqxg+arnCAB03zPqD /THKXCAD1 aAZYuB5 4 JKFEL5qGmL P 6 BK
+5F /BONGBwHiKWHOF /4 fiNP1KSXcaEqhOpKY+j3P jAQP3m7Kygc/aS07wIVALAY
jJYLOysB8pHMVeg4ifc2b?7xA0GABU Bhn0dJs6vCYHGALX8X7cr I Fqx BATHWKh7 v
HEF1AD IONVEMYUr INFUOFmZywfopusxipiyKiepaZbI7sDEBnujiubB8Z21UB1HUSR
6UgzrRviRyxNgKCymsvcsR3zHFoc09K12/2bnfYVIgHWsuwD /EuTHNpQgRajtRAI
tPnCndkCg¥Biva/2P jSUh11aJtkQnbmcoWs3atvqfs87gnNN7 8J2wpWQjRIDR7 M
LmEb69KdG4CBYXMYP j IWMyLUWqE+dF 752xWLU20RZ55D Bu9u+PLuqLH2raGSV1SFt
AMTHEQYWwo3h19Wox49qyxG0Gqinyno/10L4VdUZYK jBTngG3Wibmg IUb9Gzs+tp
h6Br+BKUChHO7QHOBZz8=
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5 Mpumep ob6meHa ¢ hannoBbIM cepBepoOM

B xauecTBe mpruMepa mpUBOIUTCS JIOT 3arpy3KU/BRITPY3KHU Ha ftp-cepsep (ucmonb3yercs ftp cepsep

FileZilla® server).

-

About Filefilla Server

=2

Homepage:

https: /ffilezilla-project.org/f

FileZilla Server 0.9.53 beta

g Copyright (C) 2001-2015
Written by:  Tim Kosse

PayPal

DOMATE

5.1 3aepy3ka cm;CKa moeapa c cepsepa Ha KKT

Hacrpoiika KKT:

<load name="3ArPY3KA TOBAPA" url="ftps://192.168.1.5/uploads/GOOD" login="admin"

pass="12345678">
<file>goodlist.xml</file>
</load>

Jlor oOMeHa ¢ cepBepoM (B3SIT HA CTOPOHE CEpBEPA):

//coenunenne c cepsepoM

(000001)12.06.2018 14:01:50 - (not logged in) (192.168.1.6)> Connected on port 990, sending welcome

message. ..

(000001)12.06.2018 14:01:50 - (not logged in) (192.168.1.6)> 220-FilezZilla Server 0.9.53 beta

(000001)12.06.2018 14:01:50 - (not logged in) (192.168.1.6)> 220-written by Tim Kosse
(tim.kosse@filezilla-project.orqg)

(000001)12.06.2018 14:01:50 - (not logged in) (192.168.1.6)> 220 Please visit https://filezilla-
project.org/

(000001)12.06.2018 14:01:50 - (not logged in) (192.168.1.6)> SSL connection established

//aBTOpPMBauMsT Ha cepBepe

(000001)12.06.2018 14:01:50 - (not logged in) (192.168.1.6)> USER admin

(000001)12.06.2018 14:01:50 - (not logged in) (192.168.1.6)> 331 Password required for admin

(000001)12.06.2018 14:01:50 - (not logged in) (192.168.1.6)> PASS ***xk*x+ix

(000001)12.06.2018 14:01:50 - admin (192.168.1.6)> 230 Logged on

//HacTpoiika BalMIEHHOT'O COeAMHEHMUS

(000001)12.06.2018 14:01:50 - admin (192.168.1.6)> PBSZ 4096

(000001)12.06.2018 14:01:50 - admin (192.168.1.6)> 200 PBSZ=0

(000001)12.06.2018 14:01:50 - admin (192.168.1.6)> PROT P

(000001)12.06.2018 14:01:50 - admin (192.168.1.6)> 200 Protection level set to P

//nepexon B paboumnii xaTayior

(000001)12.06.2018 14:01:50 - admin (192.168.1.6)> CWD /uploads/GOOD

(000001)12.06.2018 14:01:50 - admin (192.168.1.6)> 250 CWD successful. "/uploads/GOOD" is current
directory.

//npoBepka Hanmumsi dpaisia Ha cepBepe

(000001)12.06.2018 14:01:50 - admin (192.168.1.6)> SIZE goodlist.xml

(000001)12.06.2018 14:01:50 - admin (192.168.1.6)> 213 6184

//uTenuss dpaitna c cepmepa

(000001)12.06.2018 14:01:54 - admin (192.168.1.6)> TYPE I

(000001)12.06.2018 14:01:54 - admin (192.168.1.6)> 200 Type set to I

(000001)12.06.2018 14:01:54 - admin (192.168.1.6)> PASV

(000001)12.06.2018 14:01:54 - admin (192.168.1.6)> 227 Entering Passive Mode (192,168,1,5,197,230)

(000001)12.06.2018 14:01:54 - admin (192.168.1.6)> RETR goodlist.xml

(000001)12.06.2018 14:01:54 - admin (192.168.1.6)> 150 Opening data channel for file download from
server of "/uploads/GOOD/goodlist.xml"

(000001)12.06.2018 14:01:54 - admin (192.168.1.6)> SSL connection for data connection established

(000001)12.06.2018 14:01:54 - admin (192.168.1.6)> 226 Successfully transferred
"/uploads/GOOD/goodlist.xml"

//BaBepumenne paboTH C cCepBepoM

(000001)12.06.2018 14:01:54 - admin (192.168.1.6)> QUIT

(000001)12.06.2018 14:01:54 - admin (192.168.1.6)> 221 Goodbye

(000001)12.06.2018 14:01:54 - admin (192.168.1.6)> disconnected.

3 https://filezilla-project.org/
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5.2 Bbiepy3ka omyema c KKT Ha cepeep

Hacrpoiika KKT:

<upload name="BbIFPY3KA OTYETA" url="ftps://192.168.1.5/uploads/OUT" login="admin"

pass="12345678">
<file del="1">report.txt</file>
</upload>

Jlor oOMeHa ¢ cepBepoM (B3SIT HA CTOPOHE CEPBEPA):

//coenunenne c cepeepoM

(000002)12.06.2018 14:15:20 -

message. ..

(000002)12.06.2018 14:15:20 - (not logged

(000002)12.06.2018 14:15:20 - (not logged
(tim.kosse@filezilla-project.org)

(not logged

(000002)12.06.2018 14:15:20 - (not logged
project.org/
(000002)12.06.2018 14:15:20 - (not logged
//aBTOpPMBauMsT Ha cepeBepe
(000002)12.06.2018 14:15:20 - (not logged
(000002)12.06.2018 14:15:20 - (not logged
(000002)12.06.2018 14:15:20 - (not logged
(000002)12.06.2018 14:15:20 - admin (192.
//HacTpoika BaUMUEHHOTO COeNUHEHMSI
(000002)12.06.2018 14:15:20 - admin (192.
(000002)12.06.2018 14:15:20 - admin (192.
(000002)12.06.2018 14:15:20 - admin (192.
(000002)12.06.2018 14:15:20 - admin (192.
//nepexon B paboumit xaTajor
(000002)12.06.2018 14:15:20 - admin (192.
(000002)12.06.2018 14:15:20 - admin (192.
directory.
//ynanenne damnna Ha cepeepe
(000002)12.06.2018 14:15:20 - admin (192.
(000002)12.06.2018 14:15:20 - admin (192.
//Barpyska bdamnna Ha cepsep
(000002)12.06.2018 14:15:24 - admin (192.
(000002)12.06.2018 14:15:24 - admin (192
(000002)12.06.2018 14:15:24 - admin (192
(000002)12.06.2018 14:15:24 - admin (192
(000002)12.06.2018 14:15:24 - admin (192
(000002)12.06.2018 14:15:24 - admin (192
server of "/uploads/OUT/report.txt"
(000002)12.06.2018 14:15:24 - admin (192.
(000002)12.06.2018 14:15:24 - admin (192.
"/uploads/OUT/report.txt"
//B3aBepmenne paboTH C CepBepoM
(000002)12.06.2018 14:15:24 - admin (192.
(000002)12.06.2018 14:15:24 - admin (192.
(000002)12.06.2018 14:15:24 - admin (192.

in)

in)
in)
in)

in)
in)

168.

168.
168.
168.
168.

168.
168.

168.
168.

168.
.168.
.168.
.168.
.168.
.168.

168.
168.

168.
168.
168.

=

=

[

-

= e e

el

(192.

(192.
(192.

(192.
(192.
(192.

(192.
(192.

168.1.6)> Connected on port 990, sending welcome
168.1.6)> 220-FileZilla Server 0.9.53 beta
168.1.6)> 220-written by Tim Kosse

168.1.6)> 220 Please visit https://filezilla-
168.1.6)> SSL connection established
168.1.6)> USER admin

168.1.6)> 331 Password required for admin
168.1.6)> PASS ***kxkxkx

230 Logged on

PBSZ 4096

200 PBSZ=0

PROT P

200 Protection level set to P

CWD /uploads/OUT

250 CWD successful. "/uploads/OUT" is current

DELE report.txt
250 File deleted successfully

TYPE I

200 Type set to I

PASV

227 Entering Passive Mode
STOR report.txt

150 Opening data channel for file upload to

(192,168,1,5,200,50)

SSL connection for data connection established
226 Successfully transferred

QUIT
221 Goodbye
disconnected.
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